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Author’s note: Telecommunications (Interception and Access) Amendment (Data
Retention) Bill 2014 was tabled to Parliament on 30 October 2014. This report
was almost entirely written before the text of the Bill was available, and as such,
may discuss some issues that are no longer relevant.

I Background

The Telecommunications (Interception and Access) Act 1979 (Cth) (the TIA Act) currently
provides a group of agencies with the ability to access communications data, without a warrant.
This group includes ASIO, law enforcement agencies (such as the AFP and NSW Police),
other intelligence agencies, as well as other “authorised organisations”, which encompasses local
councils and Australia Post, among others.

The Act also provides ability of interception of communications, permits the use of listen-
ing devices, searches, and access to computers and networks.1 However, this access requires a
warrant. Two warrant procedures are defined by the Act: ASIO may seek warrants from the
Attorney-General’s Department (AGD), while other law enforcement agencies must seek a court
warrant.

The data retention proposal concerns itself purely with access to warrant-less communications
“data”. We discuss the definition of term “data” later. Certain ASIO staff (who have been
authorised by the Director-General) may authorise a communications service provider (CSP)
to provide historical or prospective communications data. We do not concern ourselves with
prospective data here either.

A Reduction in accessible communications data

Currently, CSPs store customer usage information regarding their service of their own volition.
This is often used for billing purposes, but can also be used for marketing (ie offering bigger
plans to heavy users) and so on. This information is protected by the Privacy Act, as the
business that records this information holds information about you.
1 Telecommunications (Interception and Access) Act 1979 (Cth) s 7 (2) ac-d; Part 2.
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In the context of telephone information, this includes the caller and destination numbers and
so on. This is known as traffic data. Subscriber data refers to information about name, services
registered to an individual, billing information, etc.2

Note that this data is not the content of the service, but “data about the data” – hence the
term “metadata”.

The information provided by CSPs when requested for “data” relating to a target obviously
varies company to company. Some may capture less data, some may capture more. This
depends on what infrastructure the CSP uses, its billing procedures, and so on.

As this data is entirely produced by CSPs for their own business use, there currently exists no
legislative requirement that CPSs keep this information for longer that required. In order to
reduce costs by mitigating the need to store this growing amount of information, after it has
been collated CSPs will routinely delete this information, often after less than 24 hours.3

This means that law enforcement and government security agencies are unable to get access to
possibly vital communication data, even if a warrant was successfully issued only a day or two
earlier. This may mean that cases go unsolved, or links to suspects may go unnoticed until after
the crime has occurred.

Other law enforcement agencies have made similar submissions to the Parliamentary Joint
Committee on Intelligence and Security (PJCIS).4

The data retention proposal seeks to enforce storage of this kind of data for some minimum
amount of time before being deleted. At this stage, two years is being proposed by the Govern-
ment.

B Changing methods of communication

Over the last decade, the communication landscape in Australia has shifted dramatically, driven
mainly by internet and mobile services growth.

The key trends from ACMA’s Communication Report 2012-20135 were:

1. a continued surge in the volume of data being downloaded, largely driven by fixed-line
broadband users

2. increased use of online content streaming services such as catch-up TV, video on de-
mand and IPTV, with cloud computing contributing to the growth in data downloads

3. growth in the use of internet services via mobile phone handsets – particularly smart-
phones – and tablets

4. a jump in the number of people using over-the-top (OTT) communications, such as
Skype, via tablets and mobile phones6

2 Attorney-General’s Department, Equipping Australia against emerging and evolving threats (, 2012)
p 25.

3 Nigel Brew, “Telecommunications data retention – an overview” [2012] Parliament of Australia (Par-
liamentary Library), p 13.

4 Parliamentary Joint Committee on Intelligence and Security, Inquiry into the Potential Reforms of
Australia’s National Security Legislation (, 2013) p 161.

5 Australian Communications and Media Authority, Communications Report (, 2013).
6 Ibid p 3.
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With such a large amount of information travelling over IP networks, law enforcement agencies
would be at disadvantage to not have this information available for investigation of crimes,
especially if it is replacing traditional communications methods.

The Corruption and Crime Commission of Western Australia explained in a submission to the
PJCIS:

Agencies will face many challenges as telecommunications technologies migrate to IP net-
works. Investigations across almost all serious crime types including corruption, counter-
terrorism and homicide rely significantly on telecommunications data. Without legislated
data retention obligations the degradation of investigative capability will be significant.7

C Heightened security environment

It is both the Government’s, and ASIO’s view that we are currently facing a very real threat of
extremist threats to our nation.

The increased terrorist threat has a range of drivers, but chief among these is the Syrian
conflict, which has now spread to Iraq.8

Because of this:

Requiring the retention of data by telecommunications providers are critical for ASIO to
maintain its ability to provide an appropriate level of security assurance for Australia.9

It is outside the scope of this paper to assess these claims, so we will take them on face value.

II Issues and Policy Options

Most of the criticisms around the data retention laws centre around cost and privacy concerns.

A Cost

The estimated cost is still quite high. iiNet expects the cost to lie in at around $60 million10

for initial capital expenditure and then the first two years. There are around 5 ISPs of similar
size, or larger (Telstra, Optus, iiNet, Internode, TPG). As a back-of-the-envelope calculation,
7 Corruption and Crime Commission of Western Australia, submission to the Parliamentary Joint Com-

mittee on Intelligence and Security, Inquiry into potential reforms of National Security Legislation,
submission no. 152, 2012, p. 11

8 Australian Security Intelligence Organisation, ASIO Report to Parliament 2013-2014 (, 2014) p vii.
9 Ibid p xii.
10 Parliamentary Joint Committee on Intelligence and Security above n 4, p 157.
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the initial cost might be around $300 million, or even higher. ATMA and the Communications
Alliance describe the cost at around $500 – $700 million.11

There are two options available to the Government in this regard. The Government may either
provide a subsidy (full, or partial), or simply pass the costs on to industry.

In either case, the proposal may be considered as a “metadata tax”. In this instance, it may be
better to focus attention away from cost and instead on the perceived benefits of the legislation.

1 Government provides subsidy

The Government may wish to provide either a full or partial subsidy to industry to pay for the
cost of implementing the scheme.

In the current political context – that is, an emphasis on the budget – it may be difficult to
justify the cost, if the issue becomes centred on this part of the proposal. The Government may
be able to reduce the visible cost by reporting the project based on some headline cost, using
the per-year amortised cost, rather than say the initial capital expenditure cost or similar.

Similarly, the Government may wish to talk about the per-user cost it is covering instead. This
would amount to approximately $5 per subscriber.12

In terms of budgeting, it may be possible to allocate funding from Defence or ASIO’s intelligence
budget instead, which may offer some temporary protection in terms of revealing how much the
program would cost. This would likely only last until the following PJCIS inquiry.

If the Government is to provide a subsidy, it will need to somehow ensure that the cost does
not become too extreme. It may wish to determine with each CSP individually:

• How they plan to store and secure the communications data,

• If they are permitted to only store a subset of the data that they generate, and

• If they allowed an exemption to retention of communications data

If the CSP does not provide an approach that the Government agrees with, then the Government
may choose to restrict funding until they comply.

The latter two may be useful for smaller providers, where even after a subsidy, the cost of im-
plementing such a scheme is either too expensive, or not enough technical expertise is available.

Author’s note: “Telecommunications (Interception and Access) Amendment (Data
Retention) Bill 2014” provides this through the Communications Access Co-ordinator
(the CAC).
11 Submission to the Parliamentary Joint Committee on Intelligence and Security, Inquiry into potential

reforms of National Security Legislation, ATMA and Communications Alliance, Submission No. 144,
2012, p. 14.

12 iiNet, “Protecting your privacy: Our stand against ‘mandatory data retention’”,
http://blog.iinet.net.au/protecting-your-privacy/ .
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2 Industry pays costs

The Government may ask for industry to pay for these changes themselves. The argument could
be framed in the context of the cost being only a small price for consumers to pay for protection
for national security against terrorist groups, child pornography and so on. This may be risky
politically, however.

Recommendation Provide a full or majority subsidy to industry, with consultation with
individual CSPs to ensure that they are able to meet their retention obligations cost
effectively. This may require determining a modified set of stored data from that that is
currently collected for that particular CSP. Funding should come from ASIO’s existing
budget, where possible.

It is possible that if the Government, rather than industry, provides funding for installation
of equipment, or even asking carriers to provide data to a Government facility, then it may at
some stage install secure tapping devices into the network path, which may carry international
or domestic traffic. If this is done in secret, then the Government could be able to store and
analyse internet traffic without a warrant. This is similar to what the NSA requested AT&T
install in some of its data centres.13 This facilitates the need for independent oversight (see
section F).

B Need for retention

There has been a qualitative response to the need for data retention – that is, there are submis-
sions from law enforcement agencies suggesting that telecommunications agencies are no longer
able to provide data on request, as that data no longer exists. However, there is no quantitative
information available that describes:

• what proportion of requests were left unfulfilled due to information being purged, nor

• what problems have been caused by being unable to have access to this data.

Knowing the data for these would allow for fact-based rebuttal against the argument that the
current system is efficient, is doing its job, and does not currently require modification.

In saying that, the Crime and Misconduct Commission Queensland (CMC) do provide an ex-
ample where, although the target had already admitted that he was abusing children, sought
for their “subscriber details” from the carrier. The carrier was unable to provide the data,
despite the access being “less than 24 hours prior”. The CMC describe this as happening in
approximately “1 in 5 investigations, and the rate at which this is occurring is increasing”.

Similarly, in 2012, the AFP claimed that a quarter of Australians were unable to be identified in
a child pornography ring, while in another operation in May 2011, one-third of those potentially
involved could not be identified further because the CSP had discarded subscriber details that
described what IP address mapped to which users.14

13 Room 641A
14 Owen Jacques, “Data hitch hinders child porn arrests”, Sunshine Coast Daily.
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In 2013, the AFP were unable to identify one-third of IP addresses, due to missing information.15

The argument here is that although there may not be an actual decrease in crime rates or
terrorism, failure to mandate retention of data will negatively affect agencies’ abilities over
time.

However, there is no published information for the make-up these statistics, and are thus un-
verifiable. Similarly, Blueprint for Free Speech submits:

There is no evidence to suggest data retention would assist with the prevention of crime
or terrorism. A 2011 study of Germany’s Data Retention Directive found it has no impact
on either the effectiveness of criminal investigations or the crime rate. Further, the study
specifically found that countries without data retention laws are not more vulnerable to
crime.16

It is likely that this issue of the policy will not have to be subjected to evidence-driven policy,
even though it should, to both bolster the Government’s case, and also to act in the national
interest. Statements from law enforcement and intelligence agencies calling for the need of this
information, and claims that the this is what is currently experienced by agencies right now,
will probably drown out any calls for actual published numbers.

In the current environment, it would be easy to use inhibitory fear, of say, terrorism, as an
indicator of need if necessary. While data retention itself may not be able to stop terrorism
attacks, it may allow authorities to investigate into possible leads prior to an attack taking
place. If we accept the claim by agencies that data is being more often deleted than stored, and
that more and more information useful to our intelligence operations is being transmitted over
the internet, then the determination of need can still seen to be valid.

Recommendation Use public calls from law enforcement agencies being unable to rule out
or identify possible criminals or terrorist in investigations to bolster the claim that data
retention is required. Publish statistics and information relating to previous investigations
where data was unavailable, if possible.

C Security of data

By collecting a large amount of privacy sensitive data in one place, this would increase the
risk of a targeted attack to take this data, from either external hackers, or from people already
inside the organisation. It would be trivial to analyse patterns and trends within this data,
or uniquely identify customers and their browsing and communication habits, if this data is
compromised.

For instance, if from communications data it is seen that someone regularly calls AGL every
month to pay for their gas bill, one can infer that they are currently with that company. In this
example, if the data is misused, it could be for commercial gain (such as advertising another
15 “Australian Federal Police calls for more access to metadata to snare criminals”, ABC News.
16 Blueprint for Free Speech, Submission to the Parliamentary Joint Committee on Intelligence and

Security, Inquiry into potential reforms of National Security Legislation, ATMA and Communications
Alliance, Submission No. 165, 2012, p. 6. Emphasis in original.
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provider). However, this issue is more generally related to the types of communications one
normally has contact with.

In the current instance, CSPs themselves would be responsible for ensuring that this data is
not compromised in any way. This would mean changing internal security practices, as well as
spending money to defend purchase, set-up and maintain equipment and staff to protect against
external attacks. This obviously increases both capital and operational expenditure, making
the scheme more expensive for taxpayers. However, CSPs currently are already required by the
Australian Privacy Principles under the Privacy Act to ensure that personal data is handled
correctly.17

There are no legislative requirements upon CSPs for security clearances for access to this data
repository, no proposal of encryption of user data, nor a requirement for public disclosures
of breaches. The public would be unaware if their unprotected information was stolen by an
individual, company or even another country’s Signals Intelligence branch.

This is not theoretical. In 2011, personal information about Vodafone’s 4 million customers
were breached either by a disgruntled employee or dealer.18

Detractors of the proposal would argue that the best way to counter the risk of data misuse is
simply to avoid its collection in the first place.

1 Breach notifications

Privacy Amendment (Privacy Alerts) Bill 2014 (Cth) is an amendment to the Privacy Act 1988,
which requires Australian Privacy Principle (APP) bodies to report any breaches of personal
information. As mentioned earlier, CSPs are required to adhere to the APPs.

This would – e.g. national security but also to avoid a loss of face for the Government – only
apply to CSPs and related entities, such as outsourced data storage companies.19

This assumes that communications data is considered “personal data” – otherwise, the text of
the bill is required to be modified.

The Government may also wish to consider breach notifications not just for CSPs, but also law
enforcement agencies that have retained communications data or content.

2 Storage accreditation

Some accreditation scheme for security and storage could be implemented. This could be used
in combination with CSPs working with the Department in determining their data retention
plan (see section A). This is important, as CSPs – especially smaller ones – may choose to
outsource storage to overseas data centres, especially in places where security safeguards are
not as stringent.

This would add some cost to the proposal, but it would not be significant at all in comparison
to the cost of equipment, training and maintenance.
17 Privacy Act 1988 (Cth).
18 “Vodafone says security breach a ‘one-off’”, ABC News.
19 Privacy Act 1988 (Cth) the term ‘holds’ under s 6(1).
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As a last resort, the proposal may simply suggest that organisations apply a “best-effort”
scheme to data protection. However, this would be easy to attack from opponents, and may
cause political headaches for the Government in the future, if it publicised and tied back to the
data retention changes. This may also have national security impacts, if a breach does occur.

Recommendation Require security accreditation scheme (prior to approval of a CSPs data
retention storage plan, if applicable), as well as guidelines and requirements for industry.

Recommendation Require encryption of all stored communications data. This echoes the
recommendation of PJCIS.20

D Destruction of data by Authorised Organisations

CSPs are required under the Australian Privacy Principles to destroy personally identifiable
data when no longer required.

However, the TIA Act currently does not require destruction of intercepted data collected by
agencies. This includes either intercepted communications content, or any “metadata” relating
to the interception (such as subscriber information, location, duration of communications, etc.).

If data stored by security agencies is deleted when it is no longer needed, then, as mentioned in
section C, it is less susceptible to misuse – either internally, or externally.

Destruction could either be needs-based, or time-based.

Need-based destruction provides agencies with more flexibility, especially with regards to open
inquiries, or any possible delays in obtaining evidence. However, it could be argued that this
is open to abuse as there is no accountability for how long the data is truly held for, or what
“needs” of agencies for the data is assessed.

The ALRC also recommends that:

The Telecommunications (Interception and Access) Act 1979 (Cth) should be amended
to provide that the Australian Security Intelligence Organisation and enforcement agencies
must destroy in a timely manner irrelevant material containing accessed telecommunications
data which is no longer needed for a permitted purpose.21

Time-based destruction is clearer, but agencies may suffer from the issues discussed below with
regards to retention period not being long enough to utilise the captured data.

ASIO, but not AFP and so on, may be able to avoid these requirements by sharing information
for some currently active investigations with security agencies of cooperating nations (such as
NSA, or the GCHQ).

Recommendation Require time based destruction of data – handled by all agencies – with
some way of the extending duration of storing copies of retained data or content for long-
running investigations where required. This process should be done through a Court,
rather than say, an internal procedure or via the Attorney-General’s Department, to
ensure need for data or content is truly met, and to ensure transparency.

20 Parliamentary Joint Committee on Intelligence and Security above n 4, p 192.
21 Australian Law Reform Commission, “For Your Information: Australian Privacy Law and Practice”

[2008] 108, at 73.103 p 2501.

8



E Retention period

The current proposal is for two years. There is some debate about whether or not this is
necessarily appropriate.

In order to investigate this, data regarding report-to-arrest times (that is, the time taken to
investigate a report and make an initial arrest) should be reported by law enforcement agencies,
and analysed, to determine a objective retention period length.

Victoria Police report that for the year 2013-2014, 37.5% of crimes against person were resolved
in under 30 days. Unfortunately, this is not indicative of more complex investigations, such as
international drug trafficking operations.

Aside from this, neither state police forces, nor the AFP appear to publicly report any other
relevant information.

Court of Justice of the European Union, in ruling the EU Data Retention22 directive unconsti-
tutional, noted that the:

period is set at between a minimum of six months and a maximum of 24 months, but the
directive does not state the objective criteria on the basis of which the period of retention
must be determined in order to ensure that it is limited to what is strictly necessary

Recommendation The Government collect and provide evidence with regard to its proposal
of the data retention duration. It should use this evidence to rebuke any claims about the
duration of the proposal being too long.

F Privacy

1 Oversight

The current modifications proposed to the Act would not change the requirements to access
either the communications data or the content of the communications, where the latter requires
a warrant. These changes could take place in an otherwise unmodified legislative framework.

Currently, for access to stored communications data, either ASIO or an ‘enforcement agency’
simply need authorisation from either the head, deputy head, or an approved officer of that
organisation.23

The only reporting is simply the number of these authorisations that were made under the
relevant sections of the TIA Act for that year.24

An oversight committee/ombudsman should be added to ensure that these warrant-less accesses
to data are strictly necessary for the investigations they are related to. This body could be
22 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the reten-

tion of data generated or processed in connection with the provision of publicly available electronic
communications services or of public communications networks and amending Directive 2002/58/EC
(OJ 2006 L 105, p. 54).

23 Telecommunications (Interception and Access) Act 1979 (Cth) s 174-180.
24 Ibid s 186.

9



either: the Communications Access Coordinator (‘the CAC’), ACMA, the OAIC, or some new,
independent body. If the Government wishes to use OAIC, it is assumed that the Freedom of
Information Amendment (New Arrangements) Bill 2014, which removes the OAIC, is revoked.

The CAC is currently provided by s 183 of the Act. Unfortunately, it is a statutory position
within the Attorney General’s Department (currently filled by the First Assistant Secretay), and
as such may not be completely independent or thorough with regards to detecting infringement
of data.

Recommendation Retain OAIC and provide it with new powers to monitor usage of, and
investigate where necessary, warrant-less access to communications data.

Alternatively, warrant-less access to data may be removed completely. In this instance, law
enforcement agencies would have to get a warrant to access historical communications data.
As a privacy benefit, this would implicitly force agencies to only request communications data
when requested, as it would increase their cost for getting this data, as well as risk getting a
warrant application denied if it could not be shown that it was necessary.

Conversely, this increased burden would also raise the cost and time for law enforcement agencies
to retrieve data and complete investigations.It may also put a large burden on the court system,
if the current number of access requests remains the same or becomes higher – in 2012, the
number of authorisations granted were 293,501.25 However, if a reasonable retention period is
put in place, the time issue should become moot (see section D).

If the chosen oversight organisation, in its review process, appears to have issue with the re-
quests being made not being relevant to the investigation, the Government may wish to look at
removing warrant-less access to this communications data.

In following a recommendation by the PJCIS, the Government should also review the mandatory
data retention proposal after three years.26

Recommendation Refer a review of the mandatory data retention proposal to the PJCIS
after three years of operation.

2 Bodies with access to communications data

Historical communications data is information regarding communications (but not content) held
by a CSP regarding a target. An authorised officer of an “enforcement agency” (such as AFP)
can authorise a CSP to release this data if they are satisfied that the information would be
reasonably necessary for:

• the enforcement of the criminal law,

• locating missing persons, or
25 Attorney-General’s Department, Annual Report on the Telecommunications (Interception and Access)

Act 1979 (, 2013) p 66, table 56.
26 Parliamentary Joint Committee on Intelligence and Security above n 4, p 193.
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• enforcement of a law imposing a pecuniary penalty or protection of the public revenue.27

However, while ‘enforcement agency’ includes state police bodies, it also local councils, the
RSPCA, and Australia Post, among others. The access of an abitrary amount of data, or in
cases where the the agency may be less likely to prove relevance to an offence, is somewhat
concerning. Their access is provided mainly through the ‘protection of public revenue’ clause.

One example of possible abuse by agencies with regards to proportionality include Wyndham
City Council in Victoria, where at least one request was used to track down the owner of a
dog who’s dog had bitten an elderly man.28 To remove this possibility of misuse of data, the
suggestion is made for the Government to restrict access to only law enforcement agencies. This
in line with Recommendation 5 of the PJCIS Report.29

Recommendation The Act be modified to permit disclosure of communications data only for
the investigation of criminal offences.

Recommendation The definition of ‘enforcement agency’ be changed to only include ASIO,
and relevant law enforcement agencies.

As an aside, it should be noted that while the investigation of copyright infringements are
currently a reason to provide communications data under the current text of the Act, this
recommendation would no longer permit this, as copyright offences are usually civil. This is
not true if the copyright offence is advertising supply, or is considered a device used to make
infringing copies of the work – both of which may apply to, say, a P2P network.

As of October 2014, the Telecommunications (Interception and Access) Amendment (Data Re-
tention) Bill 2014 (Cth) follows both of these recommendations. However, under proposed
subsection 176A(4) the Minister may make a declaration and add an agency, using similar
criteria to the current Act. This means that, provided the agency is investigating a criminal
offence, agencies such as Australia Post may unfortunately be again added to the list:

• whether the authority or body undertakes investigative or public protection responsibil-
ities which would necessitate access to stored communications and telecommunications
data respectively,

• whether the authority or body has processes and procedures in place that would satisfy
the Minister that the information, if accessed, would be used in a manner which seeks to
minimise the privacy impacts on any persons to whom the data relates or is appreciably
linked to, and

• whether the Minister considers that the declaration would be in the public interest.30

27 Telecommunications (Interception and Access) Act 1979 (Cth) s 177-179.
28 Wilson Da Silva, “Metadata retention scheme could be a bonanza”, The Sydney Morning Herald.
29 Parliamentary Joint Committee on Intelligence and Security, Comprehensive revision of Telecommu-

nications (Interception and Access) Act 1979 (, 2014).
30 Telecommunications (Interception and Access) Amendment (Data Retention) Bill 2014 (Cth) p 20.
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G Legality

It is worth pointing out that any changes would be constitutional. The Federal Government is
permitted to legislate with regards to “postal, telegraphic, telephonic and other like services"
as well as defence. Australia has no tort of privacy, so no action is available there.

Any requirements by agencies or CSPs with regards to provision of data under the Privacy Act
may be waived via amendment.

Australia has signed to International Covenant on Civil and Political Rights (ICCPR), but
per Article 19, any rights regarding freedom of opinion and expression can restricted “for the
protection of national security or of public order (ordre public), or of public health or morals”.31

H Proportionality

One objection against the data retention proposal is that of the lack of proportionality compared
to what is considered ‘mass blanket surveillance’ against the entire population.

In addressing this, the Law Council of Australia made the following proposal:

Before making the authorisation, the appropriate authorising officer must be satisfied on
reasonable grounds that the likely benefit to the criminal investigation which will result
from the disclosure substantially outweighs the extent to which the disclosure is likely to
interfere with the privacy of any person or persons.32

It is suggested that the Government follow this proposal. Relatedly, Victoria Police only sup-
ports a proportionality test to determine if interception is the best tool, not if the data should
be collected or provided at all.

Recommendation The consideration of proportionality be added to the Act when authorising
access to communications data.

Recommendation Permit the oversight body – or the court, if warrants are required – to
make a determination as to whether the request was proportional to the interference of
privacy.

I Definition of “data”

Currently, the TIA Act does not spell out what is defined by the term “communications data”.
The listing provided in section ?? provides some examples of what may be considered by the
term.

A lot of media attention has been focused on the fact that the Government has been unable to
itself define what data, or “metadata”, is precisely.33

31 International Covenant on Civil and Political Rights, opened for signature 16 December 1966, 999
UNTS 171 (entered into force 23 March 1976).

32 Law Council of Australia, Submission PR 527, 21 December 2007.
33 Josh Taylor, “Coalition government ‘chaotic’ in ‘poorly managed’ data retention plans”, ZDNet.
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1 IP data

The Government has not decided if it wishes include IP packets in the definition of “communi-
cations data”. If so, it would be treated in a way analogous to that of the sender and recipient
of phone calls. However, capturing IP data has a number of downsides.

The Internet is some way through a transition to IPv6. This is a brand new numbering scheme
for computers connected to the Internet. Communications data travelling on the internet require
the IP protocol to perform routing. With IPv6, the information contained in these routing
packets is entirely different from the current IPv4 protocol. As such, if CSPs were required to
monitor routing traffic across their network, they would either have to ensure that their systems
could handle both systems simultaneously – increasing cost and complexity – or possibly not
fulfil any requirements to retain all data.

Likewise, CSPs currently may not, and likely are not, capturing IP routing data. This happens
transparently inside incredibly fast routers and switches. iiNet reportedly has petabytes of
data travelling across their networks daily,34 with greater numbers likely for larger carriers.
This information is never actually stored by the carrier, and is only in existence for a few
milliseconds.

Another issue facing IP information retention is NAT. Normally computers are assigned a single
IP address on the internet to represent that machine uniquely. However, to get around the lack
of address availability, a large percentage of machines on the Internet are hidden behind a
NAT.35 This happens both on a per-customer level, as well as within carriers. This means that
the mapping between IP and user becomes close to meaningless.

Similar issues can be raised with VPN – quite common with legitimate users – and tunnelling
more generally.

Recommendation Do not include sender and receiver of IP packets at this stage. Continue
consultation with CSPs on how to address this going forward, with specific reference to
the issues mentioned above.

2 Definition within the Act

It may be required to develop a list of standardised data elements, for ease of compliance. The
problem being that saying something if it’s considered content then it should not be captured is
too vague. For calls and such, this is relatively simple – the content is purely the speech of the
call. However, for IP data, this should be just the IP packet that describes routing information;
nothing further.

Similarly, as there is no strict definition of data aside from the information carriers already
collect, this includes location information, and would also include email information should the
current proposal go ahead unmodified. While this information may be useful from a policing
point of view, it could be argued that this is more intrusive into one’s personal life than simply
knowing that one person contacted another at a particular time for some particular duration.
As such, this may be considered content.
34 iiNet above n 12.
35 Geoff Huston, “Where is Metadata Anyway?”, http://www.potaroo.net/ispcol/2014-

08/wheremetadata.html.
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The definition of standardised data elements may simply be textual versions of what the elements
must encode; for example “destination of a communication” which could include dialled number,
destination IP address, and so on. In this way, the Act remains technologically neutral, in a
similar way to the Privacy Act, and part 13 of the Telecommunications Act. This agrees with
the view of the ALRC,36 although the development of guidelines is also suggested.

The Government should define in the Act explicitly whether or not IP addresses or email
addresses are covered, if using generic descriptions such as “destination of a communication”.

Alternatively, the definition of “data” may be quite specific, but instead be added as a Schedule
to the Act, rather than encoded in the text itself. However, there must be limitations written
in the Act about what this would cover, unless the changes to the Schedule are required to pass
through Parliament first.

Recommendation Define in the Act what “communications data” is.

Recommendation Accept the recommendations of the ALRC, and use technologically neutral
language in defining “communications data”.

3 Inclusion of URLs

Some CSPs may also capture URL information along with the other information that they
collect. This may be considered content. As such, this should be disallowed, unless the Govern-
ment wishes to capture URLs. In either case, the Government should be explicit about whether
or not this is included, within the Act, or Schedule.

J Separation of content and non-content

For some forms of data, the separation of content and “metadata” is not possible technologically.
Emails, for instance, are sent and received entirely as plain text. The header and body of the
email are sent all together, in the body of an IP packet.

From: John Doe <jdoe@machine.example>
To: Mary Smith <mary@example.net>
Subject: Saying Hello
Date: Fri, 21 Nov 1997 09:55:06 -0600
Message-ID: <1234@local.machine.example>

This is a message just to say hello.

Figure 1: An example email message (RFC 5322).

An example email is visible in Figure 1. To determine only the sender and recipient information,
as is proposed, one must look at the first few lines, and then no further. Only a blank line
separates the message body from the headers.
36 Australian Law Reform Commission above n 21, at 73.33.
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Thus, to get access to the header information, one must also have access to the contents of the
message. This same issue has been raised by EFA in a submission to the PJCIS.37

On a technical level, deep packet inspection (DPI) could be used to automate this process. That
is, some hardware installed by a vendor will automatically pull out only the relevant information
and/or scan it to check if it contains a recipient or sender of interest.

However, there are no safeguards that might otherwise allow the software running on the DPI
device to analyse other parts of the email, or for someone else to modify which fields it looks at
or stores. As previously mentioned, something like this may be performed by someone external
– perhaps a hacker, or another sovereign state – or someone internal to the telecommunications
company.

Recommendation Disallow CSPs to search for non-content information (such as email recip-
ient) within the data of communications.

K Overlay services

The proposed scheme – with the modified definition of “data” – is unable to capture information
that occurs over “overlay” networks – that is, networks that run separate routing on top of the
IP layer. Examples of this include P2P applications such as Skype and Bittorent, as well as
networks such as Tor (which are designed explicitly for secure communications).

This is where routing information (which can be considered metadata) and some content-specific
payload (data) is contained inside the “data frame” of a normal IP packet, where it is interpreted
by the application when it is received. In this case, the “content” of the communication contains
both metadata and actual content. This is similar to the email example discussed in section J.

Voice-over-IP services (VoIP) lie in this same category, which contain call setup/teardown and
some routing information in the IP data packets. The current proposal seeks to also include
VoIP “metadata”. If this data is to be provided by CSPs, then the content would have to be
looked at first in a similar way.

One could argue that the inability for the proposal, on a technical level, to capture information
about criminals or terrorist groups who are using an overlay network defeats the purpose of the
whole exercise. One can take this argument two ways.

The first may be that if we cannot seek communications information on those who it was
originally designed to target, then what is the point of extending it so that the only information
it would be able to capture would be those of ordinary citizens? This is not so easily answered.

The second way may be that requirements for CSPs would be adapted further so that any
overlay network metadata is also captured. However, this would also increase the scheme’s cost
and complexity further. This would also necessitate the use of DPI to analyse the content of
the packets to take out the relevant metadata.
37 Brew above n 3, p 6.
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1 Approaches

The Government may wish to explore it at “some later stage”, if at the very least to just sidestep
the aforementioned rhetorical question. Aside from that, there is little the current proposal in
its current form could do about this.

The Government may also wish to more explicitly define data retention obligations in the TIA
Act to businesses that provide telecommunication-like services on top of the offerings from
C/CSPs. This would include VoIP or email services provided by a business based in Australia.
This may include some email account packaged with an internet service.

This means that the cost of the scheme would not increase too much, since it would be the
providers of the particular service (such as VoIP or an email provider) that record and collates
this information directly, rather than at a lower level where the concepts of “data” and “content”
become intermingled.

As such, not much extra technology is required in the capture phase – only the storing of addi-
tional records needs to be considered. This is a reduction in cost (both capital and personnel)
as well as reduction in complexity.

There is some flexibility here for the Government to enforce data collection by other agencies,
depending on how flexible the definition of which services “on top of” communication services
should be collecting data. For example, this may extend to requiring hosting providers to log
all traffic in and out of their data centre.

Recommendation Explore the capability of looking at communications data within overlay
services at some later stage, possibly consulting with industry.

Recommendation Enforce data retention obligations separately on CSP services higher up
the chain, such as VoIP or email services provided by a carrier, or a completely separate
company.

III Options

A Abandon proposal

This may be considered a back flip, especially following embarrassment where Ministers were
unable to correctly define what “metadata” was.

The communications data available to police or intelligence organisations would rapidly dimin-
ish due to deletion of data by CSPs, which will negatively affect operational outcomes and
capabilities.

This option is not recommended.

B Proceed, keep “communications data” definition as current

This would only force CSPs to retain the same communications data they currently collect. The
duration of this would likely be two years. No additional data would be required to be captured
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(although CSPs may capture this data anyway, and if so, would be required to provide it if
requested).

This would only be a short term solution. More and more communication is moving to IP based
traffic, so the efficacy of analysing any stored communication data for law enforcement purposes
would diminish rapidly over time (according to agencies).

However, this may be useful if the Government wishes to pursue modifying the definition of
“metadata” separately at some later stage, and pass this current modification to the Telecom-
munications (Interception and Access) Act 1979 (Cth) as a stop-gap measure.

C Proceed, add IP addresses to “communications data”

The Government may choose to pursue this option. However, if it does, it must keep it mind
there may be some resistance, which has been mentioned in the previous section. In particular,
this includes rebutting any arguments with particular regard to cost or need for these changes.

D Proceed, add URL information to “communications data”

This may be considered a back flip by AGD, which previously ruled this out. However, this was
done at the time of the previous Government.

The cost of this scheme would be somewhat prohibitive; at least double to triple the estimate
in previous section. However, it would be difficult to sell this – voters, as well as possibly
backbenchers, would not be receptive to the idea of their Internet usage being traced at all
times.

If this were to be proposed, the Government should be prepared to fight a similar fight it,
and previous Governments, faced while attempting to introduce a mandatory Internet filtering
scheme.

The issues mentioned previously in section C still apply.

This option is not recommended.

Recommendation Proceed, keeping the definition of “communications data” the same as
current. This is independent of any changes regarding retention period, privacy or data
access. For these, the Government may wish to consider the recommendations made
earlier in this paper. The Government can explore the option of adding IP information in
future.
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